welbsense

ESSENTIAL INFORMATION PROTECTION"

Websense was founded by Phil Trubey in 1994. littywablic in the year 2000.

Apart fromWebfiltering, also known agternetcontent-control softwarehe company provides
email security, and data loss-prevention technoldgg software also tracks individual internet
usage, and its reports candsda drilledby "risk class, category, URL, application, user,
workstation, dates, and more.

Websense allows system administrators to blocksadmeweb sites and other protocols based on
categories. These contain lists of sites that nealglbcked at will, either at specified times or
permanently. The software offers clientsoatinue button which permits users to access an
otherwise blocked category if it is work related.

Policies can be produced that control either preshipidentified information that contains ‘tags’
such as account numbers, credit card records oc@mpination of many variables. A score is
assigned based on a pre-defined set of rules aadtem applied. The process can be entirely
automated but relies upon either preset policy tatep or bespoke rule sets that are developed
in house.

The policies or rules that are applied, define Wwigdpens at every stage, like most processes the
quality of the output depend on the quality of ithygut. Getting the policies right is critical.
Traditional Information Security processes sucR&s& Assessments and Information Asset
Registers are important as they provide the inftionaneeded to create policies that work for
particular situations. Although good policy tempkatire free out of the box, getting the most
from them takes some tuning

PRODUCTS OVERVIEW

Websense TRITON™

The Best Security for Modern Threats at the Lowest Total Cost of
Ownership




Websense® TRITON™ is the first and only solutiorcéanbine industry-leading/eb security
email securityanddata loss prevention securtgchnologies into one unified architecture. The
TRITON solution delivers increased content secuitgl cost savings helping organizations
achieve a significant return on their security stweents while enabling them to leverage all the
benefits of Web 2.0 — unlike point solutions thaliyron redundant multi-vendor management
tools. Compared with such limited and restrictislugons, the TRITON architecture also
enables superior control and flexibility providingrivaled visibility into an organization’s
security operations and protects remote officesraoblile workers just as effectively as at
corporate headquarters.

TRITON provides exceptional content security by:

e Enabling the safe use of the Web as an application platform while protecting organizations in
real time from blended and emerging threats no matter where their employees reside, as well
as protecting organizations from inappropriate content and confidential data loss.

e Preventing dynamic inbound Internet threats, controlling unauthorized content, ensuring
productivity, and effectively stopping outbound data loss through Websense TruContent™
intelligence, the first and only system that unifies content visibility and analysis all the way to
the data level, as it flows in and out of an organization.

e Improving regulatory compliance to monitor and report on compliance across multiple
industries from health care and retail to finance and government more effectively and
comprehensively.

TRITON lowers total cost of ownership by:

« Streamlining content security appliance infrastructure and using Security-as-a-Service (SaaS) to
reduce cost and complexity while extending coverage and visibility.

« Delivering the flexibility to choose a single platform or to implement a mix that best suits an
organization’s needs with Websense TruHybrid™ deployment, the industry’s first and only
security platform that reaches across the global enterprise, unifying deployment of high-
performance appliances at a corporate headquarters with SaaS at branch and remote offices.

»  Providing efficiencies through its single interface and unified policy management for on-premise
and cloud-based deployment spanning Web security, email security, and data loss prevention
and providing greater visibility, control, and management capabilities.




PLATFORM

The Websense Deployment Platform

Content Security Deployed How and Where You Need It

Websense provides integrated options for deplogimgndustry-leading content security for
Web, email, and data. Deploy the platform or miplatforms that best fits the needs of your
organization. Our flexible approach enables orgetions of every size and degree of complexity
to protect their essential information with the &st/total cost of ownership.

Which platform isright for you?
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Web, Data, and Email Security

Websense® Essential Information Protection™ is dbasebest-in-class products, technologies,
and Security-as-a-Service (SaaS) solutions thaftigegantegrated network security threat
defense and powerful policy-based control over yaygeanization's sensitive data.

Websense is unique in the industry in letting yontml all the critical elements of Web, data,
and email security, including:

* Who is authorized to access specific websites, sensitive content, or applications.

»  What data is critically important to your organization and must be protected from accidental or
intentional leaks.

+ How you allow sensitive data to be communicated, and how online resources can be used safely
and productively by your business.




»  Where you allow users to go online, and where sensitive data can be sent safely.

The Websense ThreatSeeker Netwiekvers real-time reputation analysis and expende
behavioral analysis, giving users the most up-te-gaotection possible from unwanted content
and malicious network security threats.

Websense Advanced Classification Engine (AGENn advanced composite content
classification engine embedded in Websense sokitiod is part of the Websense TRITON™
solution. ACE is powered by the ThreatSeeker Netvemd includes technologies such as
Websense PreciselD™, real-time security and comtassification, antispam, reputation
services, URL filtering, and antivirus. It surpasssgacy, point-based security technologies in
both accuracy and coverage by correlating mul@plalytic services to identify security threats
that might otherwise circumvent any single mechanid/hen combined, these technologies
eliminate gaps in coverage, provide layered pragectind deliver unparalleled accuracy.

Defensio™Web service provides adaptive and accurate protefrtom comment spam,

malware, and other threats embedded in blogs, feramd other Web 2.0 sites that support user-
generated content. Delivered via the Websense IgBd#S platform, Defensio technology also
provides invaluable Web 2.0 threat intelligencd thereases the accuracy and effectiveness of
the entire portfolio of Websense Web, email, and dacurity products.

Follow these links for more information

PRODUCTS
1. Product families 2. Platforms
« Websense® TRITON™ « V-Series appliances
«  Web security « Security-as-a-service
- Email security « Software
- Data security (DLP) « Hybrid
3. Services

« Professional services
« Support services

« Technology services

« Training & certification




SOLUTIONS

1. Solutions by need

Web 2.0 security

Email protection

Data loss prevention
Requlatory compliance
Facebook security

Mobile solutions

Cloud solutions

Social web security solutions

2. Solutions by business

Small and medium
Enterprise

SUPPORT

1

Resour ces

Support by product
Solution center
Technical library
Forums

Tools & policies
Contact support

3. Solutions by industry

Education: K-12
Education: higher
Federal

Finance and banking
Health care

MyWebsense
Login

Stay informed
Tech alerts

Support webinars
New customers

Contact our sales team for more information, proposals and price for the various products
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SIGHT AND SOUND
COMPUTERS

Your Trusted ICT Partner

MAYFAIR SUITE GROUND FLOOR, PARKLANDS RD
TEL 3747279/3746078/ 3751308/3741332/0722521618/0736785091 FAX 254-20-3742636
E-MAIL: info@sightsoundke.com, Website; www.sightsoundke.com




